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Active Directory; OLD but still required…



Companies are 
moving to
the cloud



Legacy apps…..

…are Evil



AD Dependency….

NTLM / Windows Integrated 
Authentication

Domain Joined Machines

Group Policy

DNS

LDAP-Queries



What to do with AD-depending Apps?



1/4

‘Down the drain’

2/4 - ‘SaaS Alternative’

3/4 - ‘Rewrite’ –
“How hard can it be?”



4/4 Lift & Shift to the cloud
3 scenario’s



1/3
Connect to 
on prem AD

Active Directory

VPN-Tunnel

Legacy App

On Prem 
Infra



2/3
Run DC’s as 
VM in Azure

Replicate

Legacy App

On Prem 
Infra

Active Directory

Active Directory



3/3
Azure AD
Domain
Services AAD-

Connect

Legacy App

On Prem 
Infra

Active Directory

Azure AD

AADDS



AADDS – Basics

Active Directory

Virtual Network 

/ Subnet

Optional

Azure AD
AADDS

You Probably already have 
Azure AD…



AADDS - Subnet

Virtual Network / Subnet (CANNOT BE CHANGED!)

Resource 

Group

Azure AD

AADDS



AADDS – In Operation

Active Directory

Virtual Network 

/ Subnet

Enable 
Password 

Hash Sync!

Cloud-Only Accounts: 
change pwd to 
generate hash

AD-SID → AADDS 
SID History

Sync +/- every 
30 minutes

Selective Sync 
possible



AADDS –ne AD
2 different AD’s + Azure AD

AAD Connect

SYNC

One-Way Sync

AD DS AAD AADDS



But it is an AD Domain, so…

NTLM / Windows Integrated 
Authentication

Domain Joined Machines

Group Policy

DNS

LDAP-Queries (Read-Only)



AD ‘As a Service’



Implementing AADDS



Erwin Derksen

• HEAO-BI, Sinds 1999 in IT

• Uitsluitend pragmatische projecten

• Business en Techniek

• Presentatievaardigheden



AADDS Deployment Overview

Make sure 

AAD-

Connect

runs well…

…with 

Pasword

Hash 

Sync 

enabled

Think 

about 

Name, 

Subnet

Enable 

AADDS, 

Follow the 

wizard

Add VM to 

the AADDC 

Vnet & 

Join to 

Domain

Install the 

Admin 

tools

Add other 

VM’s to 

AADDS 

Subnet



No real cost saving option.



Even geduld A.U.B.



Create AADDS



Create AADDS

Think of Naming & IP-range













Create & Add VM to Virtual Network

• Logon with local admin

• Configure IP and DNS

• Join to Domain

Change your password

to generate the Hash!



Reset in AzureAD? Then do this…



Be Patient…
Sync in Progress…



Administration?Administration?



• New accounts & Groups

• Group Membership

• Passwords!

AAD Connect

SYNC

One-Way Sync

AD DS AAD AADDS

Apply 
Changes 

here!
Or here if 
AAD-Only

Changes





Beperkingen, Issues, Ontwikkelingen



You are not a full Domain Admin

• Member of AADDC Admins

• No Enterprise or schema admin
• No Schema Modifications!

• No Trusts

• No Forest or Tree structure, just single domain

• No Sites and Services



30m Non-Adjustable One-Way sync interval

• From Azure AD to AADDS, Only Users & Groups

• Interval also applies to locks and password changes!

• Manage your users & groups in on prem or Azure AD!!!!

• NOT adjustable (yet), can you believe it!



Password Hashes are Required

Enable Password 
Hash Sync in AAD-

Connect

Generate hash for 
Cloud-Only 
accounts by 

resetting passwords

Else, no logon is 
possible



You can have only ONE…



Not Multi-Region

• Single Virtual Network

• Region & Network CANNOT be changed after deployment

• Region Gone = AADDS Gone

• That’s on Microsoft’s list ;-)

• Are you multi-region by yourself?



Roadmap?



Waarvoor inzetten?



Use Cases

Legacy Apps!!!
• RDS / Citrix is supported!

• Testing (?)

• Azure Files ACL’s
• Not Exposing your

Storage Account

Ignore RDS 
Licensing 
errors…



AADDS: 
Not the most disruptive, 
but an effective solution.



Launch your legacy to 
the cloud ;-)



That’s all folks!




