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Azure AD Domain Services:
De vervanging voor je lokale AD?

Erwin Derksen

YW @Erwin_derksen
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Active Directory; OLD but still required...
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Companies are
moving to
the cloud




Legacy apps.....

...are Evil



AD Dependency....

NTLM / Windows Integrated
Authentication

Domain Joined Machines

Group Policy

LDAP-Queries
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2/4 - 'SaaS Alternative’

3/4 - 'Rewrite’ —
"How hard can it be?”
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Legacy App
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Connect to
on prem AD

Active Directory




2/ 3 Legacy App A\ Azure

Run DC's as
VM In Azure

Replicate

Active Directory



3/3 Legacy App AADDS AAzure
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Domain

Services

Azure AD

A

Active Directory



AADDS - Basics

You Probably already have
Azure AD...

AAzu re

Optional N C N e,

Virtual Network
/ Subnet

Active Directory Azure AD
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AADDS - Subnet

Azure AD
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AADDS - In Operation

Cloud-Only Accounts:
change pwd to
generate hash

Enable
Password
ash Sync!

AAzu re
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Virtual Network

/ Subnet
Active Directory | [ A N\ LA e
AD-SID - AADDS Sync +/- every Selective Sync
SID History 30 minutes possible



AADDS —-ne AD

2 different AD’s + Azure AD

AAD AADDS



But 1t 1Is an AD Domain, so...

NTLM / Windows Integrated
Authentication

Domain Joined Machines

Group Policy

LDAP-Queries (Read-Only)
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Implementing AADDS

KNVI | I-1Nfra

P 22N
5 v
—
Cag R
Iy %




Erwin Derksen

« HEAO-BI, Sinds 1999 in IT

» Uitsluitend pragmatische projecten
* Business en Techniek

* Presentatievaardigheden

v CLOUDTRANSFORMERS

MASTERS IN CLOUDSOLUTIONS

Kwaliteit is geen toeval



AADDS Deployment Overview




No real cost saving option.
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Create AADDS
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Enable Azure AD Domain Ser... X Basics ]

'I Basics

Configure basic settings

Microsoft Azure
“ Dashboard » Mew » Azure AD Domain Services
~- Create a resource Azure AD Domain Services

ﬁ Home

= pashboard Azure AD Domain Services
- — All services ‘©>

% FAVORITES

o Cost Management + Billing

’ Azure Active Directory
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Create AADDS

Metwork 0 X

Think of Naming & IP-range

Create a dedicated subnet for this '“='1=-;|E:
domain. After the managed domain is

Dashboard * MNew * Azure AD Domain Services » Enable Azure AD Domain Services » Metwork » Choose virtual network » Create virtual network E|"EE|_.":'_| _.' W | '|u.t a'-:, a to move |t t,:
Enable Azure AD Domain Ser... | X Network Choose virtual network Create virtual network diffarent subnet

Create a dedicated subnet for this managed
Basics domain. After the managed domain is MName N e |{
1 . : - . Mo virtual networks found in the E— E t.'-. LA r

- e basic =ettinas created, you will not be able to move it to 2 S )
Configure basic settings e t.’ - ! selected subscnption and location
aimrerent subnet Wiast ELII'DF:-E.

MNetwork
Metwork

Select virtual network * Virtual network @ Create new

Select wirtual nefwark

Mo results | DerklT_AADDS_Subnet

......
||‘|||:

A network security group will be
automatically created and
assoclated to the subnet to protect
AAD Domain Services. The network

(x) Warning security group will I::E- =_I3-r'l1:h_..|LJ"'=::|
a:c::-ru::l ng to guidelin !

You cannot move Domain Services to a different virtual network after you have enabled the service. snfiguring NSGs.
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Configure basic settings

—

Select virtual network

Administrator group
=

Configure group membership
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Administrator group O X
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Configure basic settings
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Choose synchronization scope

Enable Azure AD Domain Services * Synchronizatid

Synchronization O X

Synchronize all users and groups from Azure
AD or synchronize scoped groups and their
members. If you have a very large number of
users and groups, you might want to consider
starting with "scoped” synchronization which
will improve the time to complete the

synchronization.

Scoped synchronization can be
medified with different group
selections or converted to
synchronize all users and groups.
To change synchronization from
“all* to "scoped”, domain service
instance needs to be deleted and
re-created. More information




HNachbaard n vzure AD Domain services
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Azure AD Domain Services * Summary
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Enable Azure AD Domain Ser... > Summary O X

e
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' -

1

Configure basic settings Basics

Name DerkiT.nl

2 Metwor Subscription MSDMN-platforms
Resource group DerklT_AADDS

Location (Europe) West Europe
3 & Al et rater cre im Metwaork
P
onTmgure group membership L Ay . A
e Virtual network DerkiT_AADDS

-
LT
=
L.

W
. ~twork address 10.10.1.0/24
Subnet DerklT_AADDS Subnet
Subnet Address 10.10.1.0/24
ALADDS-Derk T.nl-N5G

[ ]
[
I

MNetwork security group (new)

hoose synchronization scope .

Administrator group

5 e : . 2 Administrator group AAD DC Administrators
Enable Azure AD Domain Services ) org -
Viembership Type Assignec

Synchronization

Synchronization scope A

By enabling Azure AD Domain Services for this directory, you consent to stonng
credential hashes required for NTLM and Kerberos authentication in Azure AD.,

By enabling Azure AD Domain Services for this directory, you consent to storing
credential hashes required for NTLM and Kerberos authentication in Azure AD,
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Dashboard > Microsoft.DomainServices - Ov

[§¥]

Microsoft.DomainServices - Overview

& - -
|_ L Cancel Refresh

Overview -
+ Your deployment is underway
= |nputs S _ .
Check the status of your deployment, manage resources, or troubleshoot deployment issues. Pin this page to your dashboard to easily find it next time.
Outputs
Deployment name: Microsoft.DomainServices
Template {ﬁ} Subscription: MSDN-platforms

—_ R

Resource group: DerklT_AADDS

DEPLOYMENT DETAILS (Download)

DL.'::’[-iGI": "’5_-:: ds - DE‘I’"(IT.I'I'

e 1 N
Correlation ID; Azure A DM

RESOURCE

The managed domain is being created. This operation will take a while.

Mo results. QOverview

Activity log

Access control (lAM)

DerkIT.nl @ Deploying
Settings

Properties



Notifications DerkITnI e

: The managed domain is being provisioned. This operation will take a while,
Overview B

Activity log

Access control (IAM) DerklIT.nl @ Deploying

Properties

DerklIT.nl

L LI B = e

Overview

Activity log

DerklT.nl Running

Access control (1AM)

Settings

Properties : : :
Required configuration steps

Secure LODAP

Synchronization ,
' Update DNS server settings for your
Health virtual network

L1 Netification settings Update the DNS server settings for your virtual network to point to the
IP addresses {10.10.1.5 and 10.10.1.4) where Azure AD Domain Services
Support + troubleshooting 1= available.
More information
K Troubleshoot
Configure

Jew support request




1 items

MAME

aadds-

aadds-

aadds-
AADDS-DerkIT.nl-NSG
aadds-.____._..
DerkiT.nl

DerkiT_AADDS

RESOURCE GROUP

Load balancer DerklT_AADDS

DerklT_AADDS
Metwork interface DerklT_AADDS
Metwork security group DerklT_AADDS
Metwork interface DerklT_AADDS
Azure AD Domain Services  DerkIT_AADDS
Virtual networ DerklT_AADDS
Virtual machine DerkIT_AADDS
Chsk DERKIT_AADDS
Metwork interface DerkIT_AADDS

DerkiT_AADDS

LOCATION

West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Europe

West Europe

SUBSCRIPTION

MSDM-platforms
-platforms
-platforms
-platforms
-platforms
-platforms
-platforms
-platforms
-platforms

-platforms

-platforms




Create & Add VM to Virtual Network

* Logon with local admin C:\Users\DerkITAdmin>nslookup derkit.nl

: Server: UnKnown
Co.nflgure IP ?nd DNS Address: 16.16.1.5
e Join to Domain

Name: derkit.nl
Addresses: 10.106.1.5
16.16.1.4

Computer Name/Domain Changes

0 The following error occurred attempting to join the domain C h a n g e yO U r pa S SWO rd

"DERKIT.ML":

The referenced account is currently locked out and may not tO g e n e ra te th e H a S h !

be logged on to.




Reset in AzureAD? Then do this...

.’ Reset passwors

aaddsadmin - Lser derkit.nl* will be

aaddsadmin@derkit.nl assigned a temporary password that must be

o display the

ck "'Reset password',

aaddsadmin@derkit.nl

Update your password

You need to update your password because this is
the first time you are signing in, or because your

password has expired.

Computer Name/Domain Changes

The following error occurred attempting to join the domain
"DERKIT. ML

The referenced account is currently locked out and may not
be logged on to.

firm password

Computer Name/Domain Changes

The following error occurred attempting to join the domain
"DERKIT.HL™:

The user name or password is incorrect,




Be Patient...
Sync In Progress...

Computer Mame/Domain Changes

o Welcome to the derkit.nl domain.
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Changes

’0 r here if
' AAD-Only

Copy of Users and Groups

’ One-Way Sync ‘

AD DS AADDS

* New accounts & Groups
» Group Membership
 Passwords!

AAD Connect
SYNC



AR TN .

Regio: Valuta: Prijzen weergeven per:

%

Europa - west e Euro (€)

\

Q | Prijsinformatie

N
‘ Vioor het gebruik van Active Directory DN\aaas™Scrvices geldt een uurtarief, gebaseerd op het totaal aantal -
objecten in uw met Azure Active Directory Domain Services beheerde domein, met inbegrip van

gebruikers, groepen en computers die lid zijn van het domein.

LAAG/AANTAL ADRESLIJSTOBJECTEN' PRIJS

Minder dan 25.000

25.001 tot 100.000 ~€246,25/maand
4 100.001 tot 500.000 ~€984,98/maand

Meer dan 500.000 Contact opnemen

Alle objecten in het door Active Directory Domain Services beheerde domein worden meegeteld, met inbegrip van
gebruikers, groepen en computers die lid zijn van het domein. Directorygrootte en -uren worden dagelijks berekend en
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Beperkingen, Issues




You are not a full Domain Admin

P M em be r Of AA D DC Ad m | NS Domain Admins Properties

Object Security Attribute Editor

[ N O E n te r p ri S e O r S C h e m a a d m i n General Members Member Cf Managed By

Members:

® l\I O S C h e m a M O d | fl Catl O n S ! Name Active Directory Domain Servic
W2 AADDS Service Administrators Group  Derk | T nl/AADDS Domain Admir

* No Trusts Nicsasadmn __ DetlToiflses

* No Forest or Tree structure, just single domain
* No Sites and Services

Active Directory Demain Services

DerklT because:
Access is denied,

9 Windows cannot complete the password change for Info -




30m Non-Adjustable One-Way sync interval

* From Azure AD to AADDS, Only Users & Groups
* Interval also applies to locks and password changes!

* NOT adjustable (yet), can you believe it!
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possible
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You can have only ONE...




Not Multi-Region

* Single Virtual Network
» Region & Network CANNOT be,changed after deployment
» Region Gone = AADDS Gone

e That's on Microsoft’s list ;-)

* Are you multi-region by yourself?






Waarvoor inzetten?
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Use Cases gnore RDS

Licensing
errors...

Legacy Apps!!

« RDS / Citrix is supported!

» Testing (?)

e Azure Files ACL's

* Not Exposing your
Storage Account

File Server
(UPD, etc)

Dublic

-r

)
nternet — "____:ZI

= e

‘ Azure Region




AADDS:
Not the most disruptive,
but an effective solution.




Launch your legacy to
the cloud ;-)
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That’s all folks!
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ICT - Verandering - Communicatie

Kwaliteit 1s geen toeval



